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SYMANTEC CONFIGURATION GUIDE FOR 

WINDOWS 
Once Symantec Endpoint Security is installed double click on the shield and Open Symantec Endpoint 

Protection. You will see the following STATUS screen where you will be able to see everything working 

normal. 

 

 Under Virus and Spyware Protection, Proactive Threat Protection, and Network Threat Protection you 

will see the Definitions Date.  If the definitions are older than 3 days, click LiveUpdate on the left side of 

the screen.  

This will automatically update all of the definitions library for your Symantec Installation. 
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CHANGE SETTINGS 

Under “Change Settings” you will see all of the options that are used to configure the Symantec client. 

You will have the option to configure each component individually, however most of these are set to 

their installation defaults.  

 

 Virus and Spyware Protection – Preset to default for security and detection of viruses. 

 Proactive Threat Protection –  Application control and heuristic scanning feature that is enabled. 

It scans files and detects virus according to anomalies and signatures. These are set to their 

most efficient settings by default. 

 Network Threat Protection – These include Intrusion Prevention, Firewall Settings, Notifications 

and Logs. They have been set by default for maximum protection and no need to configure 

them. To disable firewall or intrusion features just “uncheck” the box. 
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 Exceptions – These are exceptions from files and folders and processes that are excluded from 

being scanned. You have different options to exclude. Security Risk Exception relates to Files, 

Folders, Extensions, and Specific Web Domain URL’s. Sonar Exclusion is a specific exclusion that 

will not be touched. DNS or Host File Change is specifically related to Applications. 

 

Please See: 

http://www.symantec.com/business/support/index?page=content&id=HOWTO55204 

 

 Client Management – These are the options for Management of the Symantec installation 

related to Tamper Protection and LiveUpdate. 

VIEW QUARANTINE 

 View Quarantine displays any virus infections that Symantec detected and quarantined. If there is a file 

in Quarantine, it is locked and is safe from harming your computer.  You must run another FULL SCAN to 

make sure the computer is clean and eliminate any other risks that may not have been detected. It is 

also safe to delete the files from quarantine.  

 

 

http://www.symantec.com/business/support/index?page=content&id=HOWTO55204
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VIEW LOGS 

Under “View Logs” you will have several options to view for actions that Symantec took in order to 

protect your computer from being infected. If you are unsure of something that was detected and 

actioned you will have the option of reviewing it here: 

 Virus & Spyware Protection – Scan Log/Risk Log/System Log 

 Proactive Threat Protection – Threat Log/System Log 

 Network Threat Protection – Traffic Log/Packet Log 

 Client Management – Control Log/Security Log/System Log/Tamper Protection Log 

LIVE-UPDATE 

Under “Live Update” is where you will update your Symantec Endpoint Protection. When you click on 

LiveUpdate another window will open up to automatically and start to download and install the most up 

to date definitions available for your computer to be protected. By default these options are set to 

download every 4 -8hrs. If new definitions are available they will be automatically updated.  

You can setup LiveUpdate Schedule under “Change Settings, “Client Management” and LiveUpdate Tab. 

 


