SYMANTEC CONFIGURATION GUIDE FOR
WINDOWS

Once Symantec Endpoint Security is installed double click on the shield and Open Symantec Endpoint
Protection. You will see the following STATUS screen where you will be able to see everything working

normal.
W status - Symantec Endpoint Protection
Status
i Status | Your computer is protected.
Scan for Threats No problems detected.
Change Settings
View Quarantine
View Logs The following Symantec Security components are nstaled on your computer:
fivakdate.y Virus and‘Spyware Protection [ Options
Protects against viruses, malware, and spyware
| Defiitions: Monday, August 27, 2012 1
O“ Proactive Threat Protection Options
4 Provides zero-day protection against urknown threats
Defiritions: Thursday, August 23, 2012 r12
Network Threat Protection Options
Protects against Web and network threats
Definitions: Friday, August 24,2012 r1

Under Virus and Spyware Protection, Proactive Threat Protection, and Network Threat Protection you
will see the Definitions Date. If the definitions are older than 3 days, click LiveUpdate on the left side of
the screen.

This will automatically update all of the definitions library for your Symantec Installation.

LiveUpdate Status
Status of the current Livellpdate session is listed below

Y B 8 Downloading catalog file (8 of 10) firished. A |
Downloadng catalog file (9 of 10) Finished.
Downloadng catalog file (10 of 10) fnished.

[ Update avallable for Revacation Data.

| There are 1 update(s) to be downloaded.
/ Downloading update package (1 of 1), 100% complete.

1 update(s) have been downloaded.

| Processing updates. ..

| Installed update for Revocation Data successfully.
Finalizing updates...

Le Session summary: 1 update(s) available, 1 update(s) installed.
Livellpdate session is complete. - |

v Symantec. < >

Close
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CHANGE SETTINGS

Under “Change Settings” you will see all of the options that are used to configure the Symantec client.
You will have the option to configure each component individually, however most of these are set to

their installation defaults.

W Change Settings - Symantec Endpoint Protection

Change Settings

Status | You can change the following settings:
Scan for Threats
Change Settings Q Virus and Spyware Protection

Protects against viruses, malware, and spyware

View Quarantine
View Logs
.— Proactive Threat Protection
LiveUpdate... Ve Provides zero-day protection against unknown threats |_Configure Settings J

Network Threat Protection e R
Protects against Web and network threats | Configure Settings |

g— Exceptions .
e Exceptions provide the capabiity to exclude files, folders, and Configure Settings

processes from being scanned.

Client Management
Provides functionaity to manage this client. | Configure Settings |

e Virus and Spyware Protection — Preset to default for security and detection of viruses.

e Proactive Threat Protection — Application control and heuristic scanning feature that is enabled.
It scans files and detects virus according to anomalies and signatures. These are set to their
most efficient settings by default.

e Network Threat Protection — These include Intrusion Prevention, Firewall Settings, Notifications
and Logs. They have been set by default for maximum protection and no need to configure
them. To disable firewall or intrusion features just “uncheck” the box.

Network Threat Protection Settings

Firewall | Intrusion P Windows o [ Nott Fegd

(] Enable Firewal

But-in Rules

[¥] Enable Smart DHCP [“] Enable Smart DNS
[] Enable Smart WINS

\
Enable NetBIDS protection
‘ ] Allow token ring traffic

| Enable antiMAC spoofing

[ Enable network application monitaring

| [ Block all traffic until the firewal starts and after the frewall stops
Enable derial of service detection

Tradfic Settings
Enable port scan detection

| Unmatched IP Traffic Settings
| © Alow IP uaffic
@ Allow only applcation traffic
[] Prompt before allovang application traffic

Active Response Settings

Number of seconds to automatically block an attacker's IP address 900

Caution: There can be compatibilty issues when using these stealth settings. Only use
these features aftes you have confirmed compatibility.

] Enable TCP resequencing [] Enable stealth mode Web browsing

[
|
|
|
! Stealth Settings
‘ [ ] Enable OS fingerprint masquerading

[ ok ][ cencel |[ Hep |
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e Exceptions — These are exceptions from files and folders and processes that are excluded from
being scanned. You have different options to exclude. Security Risk Exception relates to Files,
Folders, Extensions, and Specific Web Domain URL’s. Sonar Exclusion is a specific exclusion that
will not be touched. DNS or Host File Change is specifically related to Applications.

Please See:
http://www.symantec.com/business/support/index?page=content&id=HOWTO055204
Exceptions EBIX
User-defined Exceptions
Status Exception Item Exception Type Action
Scan for Threats C:\Program Fil Al Scans Ignore
2 1\Progrs i ]
Chiznge aattige [ | & e e ocuts. o it i
¢ nd Settr IAR ore.
View Quarantine Ci\Program FilesiLogMeln* :mm {:me
:\Program Files\Mahwarebytes' Anti-Malware\* ore
HErlkn | Db e e Sonm i
www isohunt,com Security Risk Scans Ignore. i
LiveUpdate... L
Security Ri[sk E;c‘:phun == » [&J
SONAR Exception » B
ONS o Host Fle Change Excepton » |

Application Exception E

e C(Client Management — These are the options for Management of the Symantec installation
related to Tamper Protection and LiveUpdate.

VIEW QUARANTINE

View Quarantine displays any virus infections that Symantec detected and quarantined. If there is a file
in Quarantine, it is locked and is safe from harming your computer. You must run another FULL SCAN to
make sure the computer is clean and eliminate any other risks that may not have been detected. It is
also safe to delete the files from quarantine.

W view Quarantine - Symantec Endpaint Protection

View Quarantine

Status | Fies and registry enftries that are quarantined, backed up, or repared are listed below.
Scan for Threats

Change Settings Risk Filename Type Original Location Status
| View Quarantine ‘
View Logs  Quarantine Items | Backup Items | Repair ltems
-jJ Quarantined items will be deleted periodically sccording to these options.
LiveUpdate...

[tength of time stored exceeds:
[ votal falder size excesds:

[ ok J[ cancel J[ hew

</ >

Computing and Communication Services | September 2012


http://www.symantec.com/business/support/index?page=content&id=HOWTO55204

VIEW LOGS

Under “View Logs” you will have several options to view for actions that Symantec took in order to
protect your computer from being infected. If you are unsure of something that was detected and
actioned you will have the option of reviewing it here:

e Virus & Spyware Protection — Scan Log/Risk Log/System Log

e Proactive Threat Protection — Threat Log/System Log

e Network Threat Protection — Traffic Log/Packet Log

e (Client Management — Control Log/Security Log/System Log/Tamper Protection Log

LIVE-UPDATE

Under “Live Update” is where you will update your Symantec Endpoint Protection. When you click on
LiveUpdate another window will open up to automatically and start to download and install the most up
to date definitions available for your computer to be protected. By default these options are set to
download every 4 -8hrs. If new definitions are available they will be automatically updated.

You can setup LiveUpdate Schedule under “Change Settings, “Client Management” and LiveUpdate Tab.

- Change Settings - Symantec Endpoint Protection

Client Management Settings

General | Tamper Protection | LiveUpdate | Submissions

Stat Set the schedule for automatic updates via LiveUpdate,
Enable automatic updates
Scan for Threats
g Frequency and Time
___Change Settings — — R
View Q.lamtlﬁe — - 2 fos Configure Settngs |
View Logs Rl oW —
Keep trying for (in hours): 2 B
LiveUpdate... et Optirs Configure Settngs |

Randomizes the start time for daily or weeldy updates only.

Idee Detection Configure Settings

Delay schedued LiveUpdates until the system is idle. Overdue sessions will eventually run
uncondtionally,

Proxy Options
[ Configure Proxy Options.., l

Configure Settings

\
|
\

(o [ concel J[ hel ]Mij
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